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Section 1: Installing New Firmware

From time to time, updates and bug fixes are made to the X-600M firmware. The X-600M firmware can
be updated in the field. Xytronix recommends that new firmware be installed only if there is a specific
reason to do so. The procedure for updating the firmware is outlined below. Please note it is important
that this procedure be followed precisely.

Requirements

To update the firmware on the X-600M, the following items are required:

1. APC running the Windows operating system.

2. An USB 2.0 Type-A to Mini-B Cabile.

3. The X-600M Firmware Update Package (Down-loadable from
www.ControlByWeb.com/x600m/downloads.html)

4. Athin, non-conductive object (e.g. Toothpick or plastic paperclip) to press and hold the internal
button located on the back side of the unit (inside one of the DIN-rail mount ears). Do not
confuse this access hole with the hole on the bottom side. The hole on the bottom side is used to
restore the module to factory default settings as described in the previous Appendix.

Setup

Before updating the firmware make sure to backup all the settings, custom web pages, and ssl
certificates found on the X-600M. Also, download any log files of importance as they too will be erased.
Settings can be downloaded through System > Backup/Restore. SSL certificates can be downloaded
through System > SSL Certificates. Custom web pages can be downloaded through System >
Custom Web Pages. The settings, web pages, and ssl certificates can be uploaded (restored) to the X-
600M once the firmware update procedure is finished through the same setup pages. Everything will be
erased from the X-600M during the update procedure. Once everything is backed up, extract the
firmware update package. Three files should be present: update.bat, x600loader.exe, and firmware.sb
(the last file might have a different name depending on the firmware revision.)

Organize v Include in library » Share with + Burn Mew folder

- . MName Date modified
- Favorites

Bl Desktop ] update.bat 8
& Downloads = xG00loader.exe 8
8

= Recent Places || firmware.sb

21/2014 5:53 PM Windows Batch File
21/2014 5:45 PM Application
/21/2014 5:25PM  SB File

. Libraries
J Apps
3 Documents
.J’- Music
= Pictures

= videos

M Computer
& o5
{4 DVD RW Drive (D:) Audio CD

t?I_-I Metwork

3 items
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Upgrade Procedure
To update the X-600M firmware:

1.
2.

Remove the DC power from the X-600M.

On your PC, start the X-600M Firmware Update Utility
by double clicking on the update.bat file.

With the DC power off, connect the USB cable between
the Mini-B connector on the X-600M and your PC.

Press and hold in the firmware update button on the
back of the X-600M. CAUTION: only a gentle force is
necessary. Atactile feedback can be felt as the button
is depressed.

While depressing the firmware update button, apply
power to the X-600M. The Firmware Update Utility
should automatically recognize the X-600M and begin
the firmware update. Once the update has started, the
button may be released.

Firmware Upgrade Button __~ {2
Access Hole

The firmware update process should take between 3 and 5 minutes. When completed, the
Firmware Update Utility will indicate if the process was successful, or if it failed. If it failed, turn
off the X-600M, restart the update utility, press and hold the firmware update button and power-
up the X-600M again. The update process will automatically begin again.

C:xbBAFirmwarellpdate >x6BAloader.exe —f firmware.sh

WHaiting for X6@OM for 38 seconds...

Haiting for X6BBM to begin firmware extraction...
File download successfull. Waiting for extraction process to begin..

Haiting for X6BOM for 38 seconds...

Extracting firmware. This can take up to 5 minutes..

Firmware update successful.

G x6BAF irmuwarelpdate »pause
Press any key to continue . . .
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Section 2: Configuration and Setup After Firmware
Update

2.1 Establishing Communications Over Wired Network

In order to configure the X-600M using its built-in web browser, the X-600M and computer must be
addressed on the same network. This can be done by one of two methods:

Method 1 — Use NetBIOS/mDNS to access the X-600M after it has obtained an ip address using DHCP.
-OR-

Method 2 — Temporarily change the IP address of a connected computer to the match the default IP

address used by the X-600M.

Note: If multiple ControlByWeb products are used on the same network, install one at a time and set the
IP address and NetBIOS/mDNS name (or disable NetBIOS/mDNS) of each unit before connecting the
next unit to the network. This avoids having multiple devices on the network with the same factory default
IP address at the same time. If this approach is used, be sure to clear the arp cache after disconnecting
each unit (arp -d) and clear the NetBIOS/mDNS cache (“nbstat -RR” on Windows “sudo killall -HUP
mDNSResponder” on OS X Mountain Lion).

2.1.1 Method 1: Use DHCP and NetBios

This option can be used on a new X-600M. For this to work, the X-600M needs to be installed on a
network which has a DHCP server. Most routers have a DHCP server installed and enabled by default.
This method works as follows:

1. Connect X-600M to local network using an Ethernet Cable.

2. After the network is connected, apply power (See wiring diagram top-right).

Wait about 15 seconds and enter http://x600.1local/setup.html into the address bar of
your browser.

4. Enter the username (admin) and password (webrelay).
5. Click on the Network setup pages and change the IP address to the desired setting.

Once connected, make sure to go to the Network > Advanced Network > NetBIOS / mDNS settings tab
and change the Local Host Name from x600 to another name, especially if you have multiple X-600M
units to configure. Also, you will need to clear the NetBIOS or mDNS cache before configuring another
unit using this method. In Windows, this can be achieved by opening a command prompt as an
administrator and typing “nbtstat -RR”. In MAC OS X, stale mDNS entries will be flushed after a failed
communication attempt after about 15 seconds.

If you are not using a router (no DHCP server), or are using a direct connection between the X-600M and
your computer you must use Method 2 described below.

Note: After power-up the X-600M attempts to obtain an IP address from your DHCP server up to three
times in a nine second period. If all attempts fail, the IP address reverts to 192.168.1.2 and you must
use Method 2 as described below.
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2.1.2 Method 2: Assign a Temporary IP Address to the Configuration Computer

If the first option above is not used, you can use this option to communicate with the X-600M. By default,
the X-600M comes from the factory with an IP address of 192.168.1.2. Communication with the X-600M
may be established by assigning an IP address to the configuration computer such that it is on the same
network as the X-600M (for example, the configuration computer could be assigned to 192.168.1.50)

The following example is for those running the Windows-8 operating system:

1. Apply Power, wait 15 seconds for the X-600M to become operational, and then connect the Ethernet
cable.

Open the Windows 8 start screen

3. Type “Control Panel” and press enter (the search box opens automatically when you begin typing).

Search

4. Click or touch View network status and tasks.

1 [ » Control Panel

Adjust your computer’s settings View by: Category =

System and Security User Accounts and Family Safety
Review your computer's status &) Change account type

Save backup copies of your files with File History B Set up Family Safety for any user

Find and fix problems -

Appearance and Personalization
Change the theme

Change desktop background

NeTwoTiard =
Wiew network status and tasks,

®Tharing options Adjust screen resclution

Add a language
Add a device Change input methods
Change date, time, or number formats
Programs
Uninstall a program Ease of Access
Let Windows suggest settings
Optimize visual display

/ Hardware and Sound Clock, Language, and Region
View devices and printers 1L
@
“ls
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5. Click or touch Change adapter settings

= 1 ¥ <« Networkand Internet » Network and Sharing Center v | G Search Control Panel
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Network 2
settings Private network

Access type: Internet
HomeGroup: Joined
Connections: [ Ethernet

Change your networking settings

ﬁ- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, er get troubleshooting information.

See also
HomeGroup
Internet Options

‘Windows Firewall

6. Your machine may have more than one Internet connection shown. Right click on the adapter for
your connection to the internet. A drop down box will appear, choose Properties to view/edit the
settings for this internet connection.

T @« Metwork a.. » Metwork Connections LUR o] Search Metwork Connections Fe]
Organize ~ Disable this network devi connection > B~ [ @

= | Bluetooth Network Connection AEE Ethernet
Mot connected Ll L 2

% € Bluctooth Device (P{ &) | Disable kI GBE Famj
._' Local Area Connecti Status a Connection 2
S Disabled [
' Esaaas Diagnose
“ﬁ VMware Virtual Ethe| irtual Ethernet Adapter ...
P

— Wi-Fi #  Bridge Connections
L Disabled

d:l:ﬂ] Dell Wireless 1705 80

A

Create Shortcut
Delete

Eename.

'@' Properties

5 itermns 1 item selected
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7. Select Internet Protocol Version 4 (TCP/IPV4) and then click the Properties button.

MNetworking

Connect using:
El? Realtelc PCle GBE Family Controller

This connection uses the following items:

B (305 Packet Scheduler "
[ -2 Microsoft Network Adapter Muttiplexor Protocol

i Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

4. Link-Layer Topology Discovery Responder
W i |ptemet-Protocol Version 6 =
. Y Intemet Protocol Version 4 (TCP/IPvd)

>

Install... tninstal ~ ( Propetties _J

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networls.

oK || Cancel

8. If “Use the following IP address” is already selected, the computer has been setup with a static IP
address. Record these values so that the current IP address of the computer can be restored once the IP
address of the X-600M has been successfully changed.

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

TP address: | 192.168. 1 .50/ |

Subnet mask: | 255.255.255. 0 |

Default gateway: | : : : |

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DS server: |

Alternate DMS server: |

[ validate settings upon exit

| | Cancel |
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Select the radio button labeled "Use the following IP address" and type in the IP address:
192.168.1.50

Type in the subnet mask:
255.255.255.0

No need to change the default gateway field. Click OK to accept the new settings.

9. Open the setup pages by entering the following URL in the address bar of a web browser:
http://{ipaddress}/setup.html

(For example: http://192.168.1.2/setup.html)

Note: If the setup pages are not accessible, verify that the X-600M is powered on and that the LINK light
is illuminated. Check all network connections and settings.

Another way to check communications is to ping the X-600M from the command prompt by typing:

ping [ipaddress] (e.g. ping 192.168.1.2)
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